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Abstract. Despite existing methodologies in the field, mestuirements
engineers are poorly trained to define securiquirements. This is due to a
considerable lack of security knowledge. Some sgcontologies have been
proposed, but a gap still exists between the twhidi of security requirement
engineering and ontologies. This paper is a suiv@ypposes an analysis and a
typology of existing security ontologies and theise for requirements
definition.
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1 Introduction

Security of Information Systems (IS) has progresgibecome a very broad research
field. It is no longer limited to classical viruttacks. Information assurance, security,
and privacy have moved from being considered bgdSigners as technical topics of
interest to become critical issues [1]. Recalt #eurity is defined as a discipline [2]
which allows one to build reliable systems that fzeoe malice, errors or mischief [3].
The British Standards Institution defined it as fivetection of assets from a wide
range of threats [4] which are of various origiascidental or intentional, natural,
human or technical [5]. The domain of IS securlgpa@ncompasses a set of methods,
techniques and tools responsible for protecting rdmources of an IS to ensure
information availability, confidentiality, integsit and traceability. Elahi [6] provides
a set of concepts that security includes: an attagerforms intentional actions
without justification to break a system by explodgtia vulnerability. A vulnerability
(flaw) is considered as a property of the systerarstironment which, in conjunction
with an attack, can lead to a safety failure. Asetiss defined as something valuable
in an organization. Assets are subject to attaRlek is characterized by the equation:

Risk = threat * vulnerability / countermeasure.

The countermeasures are sets of actions implechémtprevention of the threat.
A requirement prescribes a property judged necgsgar the system; security



requirements engineering frameworks derive secuidtjuirements using security-
specific concepts, borrowed from security engimegparadigm. With the growing
need to implement IT security measures in worldenirporate environments and
the growing application scope, a major obstaclet flace ordinary analysts and
developers using existing security requirementsdeting and analyzing
frameworks, is the lack of security knowledge amertise. It becomes also
increasingly difficult for them to understand eaxther due to a non precisely defined
terminology. Problems occur if an Asian employeedigsfting a corporate-wide
security policy, while his colleague in Russia isimterpreting the policy, since the
terms which were used are not explicitly definedm® kind of agreed ontology can
be used to avoid such inefficiencies [7].

An ontology, in the field of knowledge represeimat is most often defined as “a
representation of a conceptualization” [8]. A mdegailed description of an ontology
is that it is a formal representation of the eesitand relationships which exist in
some domain. It should also represent a sharedeptunaization in order to meet any
useful purpose [9]. Ontologies are useful for reprding and interrelating many
types of knowledge. In 2003, Marc Donner urged tieeessity of having good
security ontologies. He argued that too much sgcuerminology is vaguely
defined, thus it becomes difficult to communica&tvween colleagues and, worse,
confusing to deal with the people we try to serv&Mhat the field needs is an
ontology — a set of descriptions of the most imgatriconcepts and the relationships
among them... A great ontology will help us repgodidents more effectively, share
data and information across organizations, andudséssues among ourselves” [10].
The need for a security ontology has been alsogreézed by the research community
in [11].

Recent studies have shown that the lack of inftionasecurity knowledge at the
management level is one reason for inadequate meRisting information security
management strategies and that raising managemfentation security awareness
and knowledge level leads to more effective stiategin 2006, the European
Network and Information Security Agency (ENISIA)ted the establishment of
unified information bases for information securitgk management and the need for
risk measurement methods as high priority issugp [1

Since the awareness about security knowledge hawngin the scientific
community, many security ontologies have been pgegaluring the last decade. But
there are still many questions around these wonket are the different security
ontologies available nowadays? Do they meet their@gents? Do they cover all or
some security aspects? Which ontology can | chassm analyst seeking for security
knowledge for the definition of IS requirementa®e faced these questions, and
conclude that we definitely need a general survegxisting security ontologies.
Because interest in using security ontologies ffedint fields of research has grown,
analysts and researchers may find in this papeyad map, an overview of what
exists in terms of security ontologies.



This work is part of a larger project aiming topirave security requirement
definition using ontologies. Our main objectivethis paper is to review, analyze,
select and classify security ontologies, as a ssbypay but with a particular interest
in the field of security requirements engineering.

The rest of the paper is organized as follows: &ct®n 2 we explain the
methodology used in the study, Section 3 incluthessurvey and classification, and
Section 4 recalls related works. Finally, Sectigntte conclusion, raises future
perspectives.

2 Methodology of research

To perform this survey, we relied on informatiotrieval and survey methodologies
presented in [13,14,15,16]. We started by gatherias far as possible, any
publication related to ontologies, requirementgusgy and its various aspects. The
search was conducted inside the relevant and kremwnces of literature such as
Google Scholar, ACM libraries, IEEE digital librastc. About 50 papers were
gathered. We performed a first read to get a géidea; 21 papers were discarded at
this stage when they were found to be far away fomumtarget objective. A second
read was carried out for deeper understanding aatysis of concepts and relations
between them. Finally, a quality analysis leadtaislassify them into different
families, and we defined a set of criteria allogvirs to compare the approaches. The
result of this comparison is synthesized in Tahlé'he table illustrates how each
proposed ontology deals with security aspects aqdirements.

3 Synthesisand Classification

It appears that some researchers intend to covesealrity aspects and propose
general ontologies while others tackle a specifipeat of security; they sometimes
refer to previous security taxonomies. In anothentext, given the increased
importance of the World Wide Web in many fields,iletsecurity plays a vital role in
the success of the Semantic Web, the web commproiyosed some security related
ontologies helping them to define security aspeofs web resources and
communication. Back to security analysis, some astlproposed related security
ontologies by adapting risk analysis, we groupertlin a specific category. Others
tried to develop security ontologies for requiretseangineering studies, and later
with the advancement of security requirements agedels (Secure i* [17], Secure
Tropos [3,18]), related modeling ontologies werepmsed describing the concepts
and relationships used. In some cases the seoumtityogies belong simultaneously to
two categories. For example, there are taxononvesdquirements [19], or web
oriented and fairly generic [20]. In these cases,assigned the ontology to the more
dominant field of research. The result is compase®i families of security ontologies
(Fig. 1), described as follows.
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Fig. 1. Classification of Security Ontologies into 8 faradi

3.1 Beginning security ontologies

One of the earliest work (back in the nineties) whbmerging knowledge base and
information system management at an early levetl@felopment was [21] who
proposed a language called Telos for representmmwvledge about information
systems and illustrates how this language can péeapin developing knowledge
bases about software. The knowledge base is divittedfour sub-worlds gubject
world, usage world, system world, development world). Mylopoulos et al. note that
Telos users can develop models for the purposeanirigy specification.

3.2. Security taxonomies

A taxonomy is an ontology in the form of a hiergrckivhereas ontologies can have
any type of relationship between categories, inagomomy there can only be
generalization hierarchies. Taxonomies of securidgcepts are a common method
for sharing security knowledge. There are someréstarg taxonomies, which were
used later for developing security ontologies:

- [22] provide a detailed taxonomy that containassks offaults, fault modes,
classification offault tolerance techniques, and verification approaches. In this
taxonomy, the main threats to dependability anduriigcare defined agailures,
errors, andfaults. Avizienis et al. [22] classify the main meansattain security and
dependability attributes intfault prevention, fault tolerance, fault removal, andfault
forecasting.

- Landwehr et al. [23] were particularly interested security flaws. Their
taxonomy is based on three basic questions abctt @aserved flaw: genesis (how



did it enter the system?), time of introduction émhdid it enter the system?), and
location (where in the system did it manifest?).

3.3. General security ontologies

By general ontologies we mean these ontologieswaim at covering all (or most)
security aspects :

- Herzog and colleagues [24] have proposed an OW#etb ontology of
information security. They endeavored to deliver exttensible ontology for the
information security domain that includes both gaheconcepts and specific
vocabulary of the domain, and supports machine oréag and collaborative
development. The proposed ontology is built arotimedfollowing top-level concepts:
assets, threats, vulnerabilities and countermeasures. These general concepts together
with their relations form the core ontology whichegents an overview of the
information security domain in a context-indepertderd application neutral manner.
In order to be practically useful, the core ontglag populated with domain-specific
and technical vocabulary which constitute the amecepts and implement the core
relations. The ontology contains 88 threat classé8, asset classes, 133
countermeasure classes, and 34 relations betwesa thasses.

- In the same vein, Fenz and Ekelhart [12] havep@sed an ontology (500
concepts) that has a similar goal but attemptsoeric a broader spectrum: their
ontology models a larger part of the informationwséy domain, including non-core
concepts such as the infrastructure of organizatiomthe high level concepts of the
ontology and their relations we finidireat which gives rise to follow-up threats,
represents a potential danger to organizatiassts and affects specific security
attributes ¢onfidentiality, integrity, availability) as soon as it exploitsalnerability
in the form of a physical, technical, or administra weakness, and it causes damage
to certain assets.

3.4. Specific security ontologies

This category gathers the specific domain secoritplogies — the ones that describe
specified aspects of security such as Sessiomllftotocol vulnerabilities, Intrusion
detection, etc.

- In [26], the authors propose a data model thatradterizes the domain of
computer attacks and intrusions as an ontologyimpdement that data model with
an ontology representation language. At the topieest of the ontology, they define
the clasHost. The System Component class is comprised of the subclasséatwork,
System, Process). The classittack is described by the propertiBsrected to, Effected
by, and Resulting in. Accordingly, the classe$®ystem Component, Input, and
Consequence are the corresponding objects. The cl@sasequence is comprised of
several subclasses which includegial of Service, User Access, Probe). Finally, the



classInput is characterized by the predicatReceived from and Causing, where
Causing defines the relationship between tMeans of attack and someinput.
Received from links Input andLocation. The clasd.ocation is an instance oBystem
Component and is restricted to instances of thetwork andProcess classesMeans
of attack contains the following subclassésput Validation Error, Logic Exploits.
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Fig. 2. Part of the ontology proposed by [26].

- [27] analyzed thirteen different computatib trust models and derived a common
vocabulary for describing facts that are considefed trust calculation in the
reviewed trust models. The models can be class#stdentity-aware, action-aware,
business value aware, capability-aware, competence-aware, confidence-aware,
context-aware, history-aware andthird-party-aware in their input factors. The trust
ontology comprises mangntological structuredrust is a relationship between two
principals, the subjectrustor, and the targetrustee.

- Voice over IP (VolIP) telephony services suffierm various types of attacks and
vulnerabilities, mainly due to the utilization of apen environment, the Internet.
Geneiatakis and Lambrinoudakis [28] propose an logyo for SIP-VolP based
services. This ontology can be applied eitherrid & countermeasure against attacks
on SIP based VolP services or for testing the sgcwobustness of SIP-VolP
(Session Initial Protocol-VolP) infrastructure. Thantology contains two main
conceptsSP_attack and SIP_message. Specifically any SIP attack employs a SIP
message that is forwarded to a target node tryirgatise a specific consequence. The

SIP_attack is directed by a target and causes seqoence. It has two subclasses:
malformed andflood.



3.5. Web oriented security ontologies

Some works addressed both the security community #re semantic web
community.

- Denker et al in [30], [31], [32] develop sevenatologies for security annotations
of agents and web services, using DAML (DARPA Agbtarkup Language) and
later OWL (Web Ontology Language). The definedotogy is composed of two
sub-ontologies: security mechanisms’ which capture high-level security notations
and ‘credential” which defines authentication methods. The goahefe ontologies
is to enable high-level markup of Web resourcesjises, and agents while providing
a layer of abstraction on top of various web servéecurity standards. These
ontologies represent well-known security conceptsl @&nable their users to
interconnect security standards.

- The NRL Security Ontology proposed in [20] iganised around seven separate
ontologies KMain Security Ontology, Credential Ontology, Security Algorithms
Ontology, Security Assurance Ontology, Service Security Ontology, Agent Security
Ontology, Information Object Ontology). Three of them are based on existing based
ontologies in DAML.: firstly, ‘Service security ontology”, which describes security
annotation of semantic web services; secondfgefit security ontology”, which
enables querying of security information; and fiyndll nformation object ontology”,
which describes security of input and output patanseof web services. The four
remaining ontologies are as followsMain security ontology”, describes security
protocols, mechanisms and policie€rédentials ontology”, specifies authentication
credentials; Security algorithms ontology”, describes various security algorithms;
and “Security assurance ontology”, specifies different assurance standards.

- Artem Vorobiev and Jun Han proposed a secutigck ontology for Web service
[33]. The ontology brings together a set of atta@tacks on Web services, probing
attacks, CDATA Field attacks, WS DoS attacks, WS DoS attacks, Application attacks,
SOAP attacks, XML attacks, semantic WS attacks).

3.6. Risk based security ontologies

Recent trends in security methodologies tends twider that the best approach of
security consists in starting from a risk analy$isallows the experts to adapt the
security solutions to the actual risk, leading to@re effective security plan.

- [7] proposed a security ontology framework labse four parts: the first part is the
security and dependability taxonomy from [22], teecond part presents the
underlying risk analysis methodology, the third tpdescribes concepts of the IT
infrastructure domain and the fourth part providesmulation enabling enterprises to
analyze various policy scenarios. The ontology tkeowhich threats endanger which
assets and which countermeasures could lower thkapility of occurrence, the
potential loss or the speed of propagation for adisg failures.



- [29] proposed to develop a knowledge base auntaontologies for the analysis
of industrial risks describing concepts used ferdlshievement of a risk analysis.

3.7. (Security) Ontologiesfor Security requirements

Some papers refer to ontologies in order to copth Wie definition of security
requirements:

- Dobson and Sawyer [9] propose an ontology gfedéability by merging two
conceptualisation models (IFIP model: proposedhieylEIP Working Group 10.4 on
Dependable Computing and Fault Tolerance & UMD nhodnified Model of
Dependability). Some of the IFIP attributes arentkelves goals of security
(Availability, Integrity, Maintainability, and Coidentiality). The ontology covers
some security aspects such &silure, Dependability Threat Hrror, Fault),
Dependability AttributesAvailability, Integrity, Confidentiality...)

- Tsoumas et al. [34] define a security ontolaging OWL and propose the security
framework of an arbitrary information system whimtovides security acquisition and
knowledge management. Tsoumas et al. have Asset] Stakeholder, Vulnerability,
Countermeasure andThreat concepts in the construction of the security arggl The
security ontology acts as a container for the ki8g/ requirements (“What” part).

- In [35], the authors use OWL to propose a sgcantology with which to develop
secure applications. The proposed ontology is fdrnoé “assets’ (data asset,
hardware data,...), cbuntermeasures’ (identification and authentication, network
management, auditing services, physical protectipn,“objectives’, “persons’
(insider stakeholder, attacker,...) arttiréats’ (errors, attacks, technical failures,...).
They validate the defined ontology using nRQL ge®iin order to demonstrate that
their ontology can be used in various contexts.yTheply it to e-government
scenarios: e-tax and e-voting.

- Firesmith [19] presents a taxonomy of safetgtesl requirements: Safety
requirements’ are requirements obtained from threats analySsafety-significant
requirements’ includes non-safety requirements that can cawssmadds and safety
incidents. ‘Safety constraints’ are constraints that directly impact safety and a
derived from laws, policies, standards, and indaistpractices. Safety system
requirements’ specify aspects of the primary system.

3.8. Security modelling ontologies
Even if authors present them as ontologies, theinlgndescribe metamodels. They

are very close to being a metamodel of security eteodWhile the previous
ontologies include security specific concepts saslhthreat, attack, vulnerability ..,



these ontologies include security related concftsnodelling requirements and the
dependencies between them such as relationshipogitmn, situation ..

- In [36], first, the concept of security constraint is introduced, as a separate
concept, next to the existing concepts of Tropeso8dly, existing concepts such as
goals, tasks, resources, are defined with and withecurity in mind. For example a
goal should be differentiated from a secure gdad, latter representing a goal that
affects the security of the system. Thirdly, seguengineering concepts such as
security features, protection objectives, security mechanisms andthreats, which are
widely used in security engineering, are introduicethe Tropos ontology, in order to
make the methodology applicable by software engias well as security engineers.

- Massacci et al. [37] propose an extended ogyofor security requirements. The
very top of the taxonomy is adapted from DOLCEpandational ontology intended
to account for basic concepts that underlie natiznajuage and human cognition.
Lower levels of the taxonomy include concepts frém problem frames and
argumentation frameworks, with security conceptsupging the lowest strata of the
taxonomy. Let's list some of their proposed coreepbjects Proposition, Stuation,
Entity, Relationship) — Entities Actor, Action, Process, Resources, Assets) —
Relationships do-dependency, can-dependency, trust-dependency) from SI* —
Propositions Fact, Claim, Argument, Domain-Assumption, Quality Proposition,
Goal).

Thus many papers propose security ontologies coaapbos different but related
concepts aiming at common or different objectivese following section compares
and evaluate them.

3 Discussion and evaluation

In this section, we compare security ontologies aigdo evaluate to which extent
they cover security requirements and thus can éé usrequirement engineering.

[21] did not literally propose a security ontologgr an ontology, but a basic
taxonomy composed of four sub-worlds. The authate nhat users of Telos (the
proposed language for developing the knowledge Iaamk the sub-worlds) have
developed models for the purpose of security sjpatibn but did not detail the
underlying models.

In the family of security taxonomies, [22] propdsa detailed taxonomy of security
and dependability. But this taxonomy fails to couechniques for protecting
confidentiality, establishing authenticity, anahgiissues of trust and the allied topic
of risk management. Some important security elésnare not addressed, such as
vulnerabilities and assets. The taxonomy doesattwlih any use for requirements.

The main limit in the taxonomy of [23] is thatisttoo basic, focused on some flaws
in operating systems only, far from many kinds efwgity flaws that might occur in



application programs for database management, prarckssing, electronic mail, and
so on. The study needs to be updated with recemk.wedaws in networks and

applications are becoming increasingly important| the distribution of flaws among
the categories they have defined may not be statyoi he taxonomy of [23] focused
on a special kind of threats and does not addragscauntermeasure or related
vulnerability.

The two general security ontologies [24] and [48} both interesting contributions
but neither of them is complete. While the firsteaseems simple and clearer, the
second is much richer but more complex. Fenz etater better asset concepts, while
Herzog et al. cover threat concepts better. Femzi, contribution consist of the
organisation concepts, clearly absent from Herkt®gzog's countermeasures tend to
be technical whereas Fenz's are both businesseahdital. The advantage of these
ontologies of being generic and capturing most $Bclaspects leads also to
drawbacks since they lack in specificity that tpedfic security domain ontologies
[26], [27], [28] provide, and vice-versa. NeitHe#d] nor [12] ontologies were used
for requirements definition and analysis, but botombined with the specific
ontologies, can be a very good source of securipwkedge for requirements. The
general ontologies offer generic concepts of securobjectives, assets,
vulnerabilities, countermeasures, threats... wthirest offers more specific threats
concepts (computer attacks and intrusions in [8]example).

The security ontologies developed in the semamtib area are not negligible. The
ontology of [20] looks like a generic security ootgy from a first sight with its seven
sub-ontologies. However it does not cover somedspi&e vulnerabilities and assets
or organisation, or even threats. Nevertheless web sharing community, where
both resource requestors and providers have sgaequirements, [20] proposed a
matching algorithm that facilitates mapping of héghevel (mission-level) security
requirements to lower-level (resource level) calitéds using the ontology. In a very
similar previous work by Denker et al. [30][31][32he proposed ontology fails to
consider vulnerabilities, assets and threats; ngtagoning engine matches between
the request requirements and the capabilities ef pgbtential web service whose
requirements need to be satisfied by the capasilgpecified in the request.

The risk based security ontologies we found jrajd [29] could be useful for a risk
based requirement analysis like [38] or [39]. Hoer\o the best of our knowledge,
there were no propositions combining both sides.

In the context of requirements engineering somwlogies were proposed, but
unfortunately none of them is associated to a nuetlogy describing how to use
them for requirement definition. Dobson and Saveyeritology [9] concentrates on
few threat concepts, and neglects many other aspécecurity. Tsoumas et al [34],
in addition to their ontology, provided a framewpbut don't indicate any detailed
mechanism on how to use the ontology for requirdmetection. The main lack of
Karyda et al. [35] is the absence of vulnerabiligfated concepts, although they
propose many examples of queries on the ontoldgyt provide answers to the
developer in an e-government application.



Finally, the security modelling ontologies, whiclieamore security modelling
oriented (relationship, entity...) than securityncept oriented (assets, threats, ...)
might be useful for constructing security requiretsemodels like Secure i* and
Tropos. A limitation common to all the ontologiee have been facing is that they
are described in papers but are not available eririternet, which makes their use
difficult.

We summarise this analysis and evaluation in @4ablThe rows are the families of
security ontologies. The columns list the aspesitted to security (objectives, assets,
vulnerabilities, threats, countermeasures and ésgion). The last column in the
table evaluates the link between the ontology a&agdirements definition. A black dot
measures to which extent does the security ontotmmer this specific aspect of
security, and how does this particular securityotmgy deals with requirements. We
used a dash for absence of use and a black squardidate that technical aspects of
security were addressed, as follows: How doesotitelogy cover this concept of
security? How does this security ontology propodedl with requirements (last
column)?

-: absente: very few ee: few eee: much eeee: very much m: Technical

To complete the study we drew up a graph thatesspt roughly, for each security
ontology, how much it deals with requirements (aofisabscissa) and how much it
covers security concepts (axis of ordinates). Tiaply in Figure 3 clearly reveals a
gap between the two fields. There is not a pedattlogy that covers lots of security
aspects and, at the same time that can be usetieindefinition for security
requirements.

4 Which ontology for defining my security requirements ?
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Fig. 3. Using security ontologies for requirement defuoniti



4 Related works

While many security ontologies have been propoded; surveys have been
attempted. The only ones we can cite here argglLand recently [40]. [6] was not

primarily about ontologies, but she mentioned soseeurity ontologies and

taxonomies in her state of art of security requaats. [40] proposed a survey of
general ontologies for information systems encosipgs some few security

ontologies. Blanco et al. [1] is an interestingie@w and comparison of security
ontologies that helped us in our study. Howevercesi2009 other ontologies have
been proposed, indicating a need for updating. edeer, Blanco et al. organized the
existing ontologies under four categories (geneealurity ontologies, applied to a
specific domain, theoretical works, semantic weilested). Our aim was to extend
this classification to additional categories andufmdate their surveys with recent
literature contributions.

5 Conclusion and per spectives

Let us come back to our main question: which dgcuontology for my
requirements? This study has shown the existeficeansiderable work around
security ontologies; several ontologies have baepgsed. We classified them into
eight families (theoretical basis, security taxoimsn general, specific, risk based,
web oriented, requirements related, modelling). sThiassification extends the
previous works which were limited to two, three faur families at best.

Our analysis has also shown that the existingrggantologies vary a lot in the way
they cover security aspects; we tried to analyse éach ontology covers each aspect
of security (objectives, assets, vulnerabilitiedireats, countermeasures, and
organisation). Moreover, we studied whether theppsed security ontology can be
used for requirements definition and the degreisfuse.

The study revealed a real gap between the fieldssasfurity requirement
engineering and ontologies, and thus a new aressefrch to explore.

We believe that this work can be improved; thessification needs to be
extended. We need sub-categories for each familseotirity ontologies. We also
believe that there are still important issues toddelressed in the adaptation of
ontology-based requirements engineering technigteessecurity requirements
Engineering. This paper allows us to assert that the challerfgeimg software
security is the lack of an easily accessible laxg@mon body of security knowledge.
Although much security ontologies are availableythll fall short in completeness
and suitable granularity. It also remains difficédr designers to extract relevant
pieces of knowledge to apply to their specific dasir requirements related decision
making situations.

Our objective for the next steps of the projectdasexplore the techniques and
mechanisms for the best use of these security agigd for security requirement
definition.
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Table1l. Summary of security ontologies of the study

Family Security ontology Security Objective Assets Vulnerabilities Threat$ Counter- Organisatioh Requirements’
measure’s
Beginning [21] - - - - - ° Y
Security [22] YY) - - 'Y Ty - -
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[23] - - - XYYy - - -
[24] 'Y eoom (Y eoom eooom oo -
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[12] 'Yy (Y 'YYY) YYY) YY) YY) -
Specific [26] - om ol ool N " B
[27] ° - - - - - -
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Risk based [7] 'Y} - - XYy (YY) YY) -
Web oriented [30] [31] [32]
YY) - - - eom - (Y
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1How does the ontology cover this concept of segit

2How does this security ontology deal with requiretse{last column)
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